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When organisations are expanding 
their operations abroad, there is lot to 
take into consideration; mass uprisings 
being only one potential danger in less 
stable environment. In the warning list 
are also kidnappings, natural disasters, 
pandemic diseases and detentions. 

The first thing any organisation and 
employee should be doing is making sure 
both parties are aware of the dangers. 

With social media playing an increas-
ingly larger role in today’s world, in partic-
ular, political and security conditions can 
change extremely rapidly.

As the new emerging markets are attract-
ing more corporations this has resulted in 
an increased size of assignee population in 
high-risk locations. This creates new chal-
lenges for the organisation and the onus is 
on the company to prepare the assignees 
before the move thus enabling preventative 
measures to be taken to avoid dangerous 
situations. It is imperative that the assign-
ees are fully briefed to ensure their safety 
when working abroad. 

How to get prepared for 
assignment to high-risk locations
Corporate Duty of Care
The best employers are committed to 
staff safety and security. All levels of these 
organisations aim to integrate security in 
ways that are relevant and user-friendly. 
Hence good security management is about 
good programme management - it enables 
people to work safely and securely. 

Companies who are pro-active with risk 
management are better positioned to deal 
with crises which results in  safe and secure 
working practices. Experience shows that 
this is beneficial for all stakeholders. 

The five key principles for good safety 
and security management within a com-
pany are as follows:
1. Provide leadership, guidance and 

resources to ensure that staff safety and 
security concerns are addressed

2. Adopt a systematic approach towards 
identifying safety and security risks and 
recommend suitable preventive and 
controlled measures

3. Build staff capacity so that employees are 
empowered to take personal responsibil-
ity for their own security

4. Read, discuss and understand your com-
pany’s Safety and Security Policy

5. Provide practical help and assistance to 

all staff.
Companies should view staff safety and 

security as one of the first and foremost 
concerns in their daily operating life. Insta-
bility and uncertainty, both economic 
and political, makes it imperative that the 
company has measures in place to ensure 
the safety and security of their personnel 
(both expatriate employees and locally 
employed staff ) and their physical assets 
and resources. 

Safety and security management is a col-
lective responsibility within an organisa-
tion. All employees need to participate and 
be involved. The ultimate responsibility lies 
with the directors of the companies who are 
legally bound to ensure that the company 
exercises a Duty of Care towards all staff in 
these matters. Managers are responsible to 
ensure that their workforce is adequately 
prepared and equipped to manage the risks 
they face when undertaking the daily tasks. 
The individual employee is responsible to 
take all necessary steps to secure his/her 
own safety. 

Any company when establishing opera-
tions abroad, has to have acceptance by the 
local population. If the company is known 
and valued by the local communities, it is 
less likely that they will be victims of secu-
rity incidents. This is more than just being 
a good employer.  Where there is a doubt 
about acceptance within the local commu-
nity or where there are particular threats 
against the company or similar organisa-
tions from terrorist or radical groups; or 
where criminal threats affect the general 
population, protective security measures 
are essential. 

Whatever the precautions the company 
takes, the protective measures used should 
be proportionate to the assessed risk in 
each location, otherwise the security pre-
cautions themselves may in fact make the 
company more likely to become the target 
of hostile activity. 

Assessing possible risks 
A risk assessment should be carried out 
in any new company locations before 
sending any assignee to potentially inse-
cure operational areas.   Once the risk 
assessment is carried out the company 
can adapt/create their safety and security 
policy accordingly. The security risks can 
be categorised as follows: 

Category 1 – Minimal Risk

Countries in this category have an 
exceptionally low crime rate and efficient 
crime prevention and emergency services 
Category 2 – Low Risk
Countries in this category typically 
enjoy a stable political system and 
relatively good internal security and 
emergency services infrastructure. 
Threats from terrorism, crime, civil 
unrest, some minor insignificant and 
isolated incidents, curfews and riots, 
are typically moderate and are generally 
mitigated by the capabilities of internal 
security agencies 
Category 3 – Medium Risk
This category applies to countries with 
high crime rates or problems within the 
country due to current political, eco-
nomic, military or social problems, or 
indeed a natural phenomena. It means 
that there is no immediate danger to 
expatriates, but that background secu-
rity problems have increased. The com-
pany can continue operating, however, 
it may be necessary to restrict travel to 
some areas, and other restrictions such as 
a curfew may be in place. In these coun-
tries/locations there can be minor clashes 
between armed groups without civilian 
casualties. Expatriates can be affected 
accidentally but no injuries
Category 4 – High Risk
Countries in this category typically suf-
fer instability and lawlessness. When a 
country is designated in category four 
the company can operate as normal 
during the office hours. It may be nec-
essary to suspend the company’s work 
completely in some areas and to evacu-
ate non-essential staff from country if 
the situation worsens. Characteristics 
can be as follows: escalation of armed 
conflict, major clashes between armed 
groups with civilian casualties, commu-
nal violence affecting civilians directly 
and serious but isolated attacks on civil-
ians in the capital
Category 5 – Extreme Risk
Countries in category 5 may be engaged in 
civil or transitional conflict; government 
control is minimal, non-existent or threat-
ened; violent transformation of the govern-
ment is on-going through military coup 
or revolution. Corruption is typically ripe 
and the state has failed or threatens to fail. 
When a country or region is declared cat-
egory 5 staff evacuation should take place 
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as per the company’s evacuation plan. 
Characteristics includes, but are not 
limited to, breakdown in law and order, 
repeated attacks on civilians; deliberate, 
repeated attacks on expatriate staff; full 
scale armed conflict in most districts. 

How to prepare for the 
assignment? 
Specific Safety and security training is 
designed to build confidence by help-
ing assignees and their families identify 
and deal with potential threat. This can 
be done by training them in strategies for 
risk prevention in a range of situations. 
The preparation starts with consulting of 
current political situation in the destina-
tion country as well as identifying the per-
ceived risks in the area. 

It’s important to give the employers 
the tools and knowledge as how to pre-
vent dangerous situation in everyday life. 
Some of these include but are not limited 
to the following:

Kidnap avoidance
Detention avoidance
Journey planning
Property security.

Employees may get detained or abducted 
for a variety of reasons. Detentions may 
be the result of an alleged crime commit-
ted (for example car accidents), likewise 
kidnaps may be the result of politics, ter-
rorism, ransom or a combination of these 
reasons. Sometimes the motives may 
change, for example, hostage situations 
may start out as politically motivated but 
it may turn into a ransom kidnapping. 
This is why it's vital for a company oper-
ating in high risk areas to have Kidnap 
and Ransom insurance for their staff. 

Regardless of the reason, most detained 
persons and hostages stand a good chance 
of surviving the ordeal and being released. 
Worldwide, 90% of kidnap victims sur-
vive, which is not to say that they don’t 
have physical or psychological injuries to 
cope with afterwards. 

There are numerous preventative actions 
the employee should take to avoid any 
situations as described above; from carry-
ing mobile phones, communicating your 
travel plans to your manager – and to any-
body else only on a need to know basis. 
It is very important that when arriving to 
new destination the employee will try all 
the emergency phone numbers to see that 
they are working and also store them to 
the mobile phones. An expatriate should 
never comment on cultural differences and 
respect the local customs. Also, as soon as 

possible the employee should stop driving 
a rental car as less attention is attracted. 

One should always feel safe at the prop-
erty. It’s advisable to live amongst other 
expatriates for heightened security meas-
ures provided by property company. Com-
mon sense should always be used whether 
local or expatriate this means keeping gates 
and doors and windows locked. In addi-
tion to this it's important to make sure the 
spyhole is covered, since it works both ways 
i.e. you can see inside the property from 
the outside by using very common tools.

In summary the expatriate together 
with the employer should always take the 
following 3 key action when preparing for 
the assignement:

Analysis: Analyse and understand the risks 
related to security in destination country
Avoidance: Understand ways to help 
expatriate staff to avoid the risks 
of  security while working in foreign 
countries
Prevention: Give the expatriate training 
to enable them to prevent entering/cre-
ating high risk situations.

Doomsday Scenario:
Should the worst happen, companies 
need to have a business continuity plan 
that will allow them to pull staff out of 
affected areas and enable them to carry on 
trading as best they can. Whether – and 
when – a company decides to bring peo-
ple back depends on the exact nature of 
the work and how things have changed 
since they were posted there. 

Companies in the majority offer the 
individual the option of coming home 
because some people are affected in differ-
ent ways to others. If the risk assessment 
is such that the company feels employees 
need to be exfiltrated, relevant action will 
be taken to ensure this happens.

Summary:
Ultimately, employers have both a legal and 
moral duty to take care of their staff. Com-
panies can face paying out substantial sums 
in compensation if an employee suffers 
injury or death as a result of their failure to 
take reasonable steps to ensure their safety.

This can be mitigated by ensuring 
employees are given hostile environment 
training, relevant security briefings, per-
sonal protective equipment, appropriate 
medical advice and vaccines, private secu-
rity personnel and transport arrangements, 
insurance and relevant embassy or consu-
late details.

It is also a good idea to make employees 
sign a contract, ensuring they will receive hos-
tile environment training or have the experi-
ence and qualifications that would make this 
unnecessary, although this would not exclude 
or restrict liability for negligence.

HR has a pivotal role to play in work-
ing with other departments to attempt 
to find a solution that suits all. Security 
briefing and training needs to work in 
terms of helping to facilitate the compa-
ny's understanding of how it can operate 
in those markets, rather than preventing 
it going into new markets because a risk 
assessment has not been undertaken. 
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